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MHOJIUTUKA
TI'ocynapcTBeHHOr0 Ka3eHHOr0 yupexaeHuss Baagumupckoi odsactu
«OT1aes conuaJbHOM 32U THI HAceJeHus 10 COOMHCKOMY pailoOHy»
B OTHOLIEHUH 00Pa0O0TKH NMEPCOHAJBHBIX JAHHBIX

1. Tepmunsbl u onpeneseHus

[Tepconanbubie mannbie (I11H) - mobas wHbOpMAaIUs, OTHOCSINAACS K TPSIMO WITH
KOCBEHHO OIpeIeJICHHOMY WM orpeaenseMoMy ¢uznueckomy auiy (cyobekty I[1/1nH).

Omnepatop - TOCyIapCTBEHHBIM OpraH, MyHHUIIMIIAJbHBIA OpraH, IOPUAHYECKOE WITH
buznYecKoe TUI0, CAMOCTOSITEIFHO WIIH COBMECTHO C APYTUMHU JTUIIAMH OPTaHU3YIOIIUE U
(wm) ocymectBistonme oopaborky IIJIH, a Takke ompenensronyde Meaun 00padoTKH
IT11u, cocraB II/In, momnexamux oOpaOoTKe, AEHCTBUA (OIepaluu), COBEpIIacMbIE C
[T]1n.

O6padotka IIJIH- moboe neiicTBue (omepanusi) WIM COBOKYIMHOCTh JI€HCTBHI
(omepanuii), COBEpIIAEMBIX C WCIOIB30BAHUEM CpPEJICTB aBTOMATH3alMU Wik 0e3
UCTIONB30BaHUS Takux cpeActB ¢ [I/[H, Bkmowas cOop, 3amuch, CHUCTEMaTH3AIHIO,
HAKOTUIEHHWE, XpaHeHWe, yTOYHeHHe (OOHOBIEHHE, W3MEHEHHWE), H3BICUYCHHE,
UCTIOJb30BaHUE, nepeaavy (pactpocTpaHeHue, peoCcTaBlICHHUE, JOCTYII),
o0e3nuuBaHue, OJIOKUpOBaHue, yaajaeHue, yuuutoxxenue I[1/H.

ABtomaTusupoBaHHas obOpaborka II/IH - oOpaborka II/[HC momombiO CpencTs
BBIUMCITUTEIHOW TEXHHUKH.

Pacnpoctpanenue II/lH - npeictBus, HampasieHHble Ha packpbitue II/[H
HEOIIPEACICHHOMY KPYTY JIMLI.
IIpenocraBnenne II/IH - pgelcTBUs, HampasieHHble Ha packpsitue [I/[H

OIPEAECICHHOMY JIUIY WIH ONPEACICHHOMY KPYTy JIULI.
brnokuposanue I1/In - BpemenHoe npekpauieHue oopadotku I1J[H(3a uckioueHrem
cily4aeB, eciii o0paboTka HeoOoxoauMma st yrounenus [1/{H).

Yunutoxenue 11/IH - nelicTBuUs, B pe3yJIbTaTe KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHoBUTH conepkanue [l UCIIIH u (unu) B pe3ysibTaTe KOTOPBIX YHUUTOKAIOTCS
MarepuanbHable Hocutenu [1/1H.

O6eznuuuBanue II/Iln - pjelicTBus, B pe3yidbTaTe KOTOPBIX CTAaHOBUTCS
HEBO3MOXHBIM 0€3 HCIHOJb30BaHUS JIONOJHUTEIbHON HWHGOpPMAIMU  ONpPEACNIUTh
npuHaanexHocts [1JIH konkpeTHoMy cyObekty [1/1H.

Nudopmarmonnas cuctema nepcoHanbHbiXx AaHHbIX (MCIIAH) - cOBOKYmHOCTH
comepxkamuxcss B 0Oazax gaHubix II/lH u oOecneuuBarommx ux 00pabOTKY
MH(OPMAIIMOHHBIX TEXHOJIOTMI U TEXHUYECKUX CPEJICTB.

Tpancrpannunas nepenada [1/{n - nepenaya I1/I[H Ha TeppUTOpPHUIO MHOCTPAHHOTO
roCy/1apCTBa OpPraHy BJIACTH MHOCTPAHHOI'O TOCYJapCTBa, MHOCTPAHHOMY (U3HYECKOMY
JILY WIA UHOCTPAHHOMY FOPUINYECKOMY JIUILY.



2. Ha3nauyeHue M MpaBOBasi OCHOBA JOKYMEHTAa

[lonuTrKa TOCYAApCTBEHHOIO KA3€HHOIO YUpexJeHus Bramumupckoil oGnactu
«Otnen conuanbHOM 3amUThl HaceiaeHUs: o CoOMHCKOMY pailoHy» (Hajiee IO TEKCTy —
Otnen) onpeAessieT CUCTEMY B3TJIAIOB Ha Mpobiiemy obecniedeHus Oe3omacHocT [11H u
MPEeICTaBIIAECT COOON CHUCTEMAaTU3UPOBAHHOE U3JIOKEHHE 1IeJIel U 3a/1a4 3alUThI, KaK OJHO
WM HECKOJIBKO MpaBuil, MPOILEayp, MPaAaKTUYECKUX MPUEMOB U PYKOBOJAIIUX MPUHIIUIIOB
B 001acTi MHGOPMAIIMOHHON 0€30MaCHOCTH, KOTOPBIMU PyKOBOACTBYeTcs OTAen B cBoe
NESTENbHOCTH, a TaKXE€ OCHOBHBIX TMPUHILMUIOB MOCTPOEHHUS, OpPraHU3alMOHHBIX,
TEXHOJIOTUYECKHUX U POLETYPHBIX acleKToB obecneueHus: 6ezonacHoctu [1/1H.

3akoHOomaTeNbHOM OCHOBOM Hactosimied [lonmutuku sBastorcs KoHctuTynus
Poccuiickonn ®@enepaunu, ['paxknanckuit u TpynoBon koaekcel, denepanbHblii 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX HaHHBIX», DenepanbHbli 3aKkoH P® ot
27.07.2004 Ne 79-®3 «O rocymapcTBEHHOW I'pakIaHCKON ciyx0e»,DenepanbHblii 3aKOH
P® ot 02.05.2006 No 59-®3 «O mopsiake paccMoTpeHusi oOpaleHuid rpaxaaH Pdy,
®enepanbublii 3ak0H PO ot 17.07.1999 No 178-®3 «O rocygapcTBEHHOW COIMAIbHOM
MOMOILM»,3aKOHbI, ~ yKa3bl, IMOCTAHOBJIEHUS, JpPyru€ HOPMATUBHbIE  JOKYMEHTHI
NENCTBYIOIIETO 3aKkoHOMarenbeTBa Poccuiickoit @enepannn, nokymeHTel ®CTOK u @Ch
Poccun.

Ucnonb3oBanue naHHoM IlonuTuku B KayecTBE OCHOBBI [JIsl  MOCTPOCHUS
KOMIUJIEKCHOM cuctemMbl HH(opmanmoHHoil Oe3omacHoct [1[IH Otnena mo3BosiMT
ONTUMM3UPOBATH 3aTPATHI HA €€ TIOCTPOCHHUE.

[Ipu pa3paborke I[lOJUTUKM YUUTHIBAJIUCh OCHOBHBIE NPUHIIMIIBI CO3JaHUS
KOMIUJIEKCHBIX CHCTeM oOecreueHns Oe30MacHOCTH HH(OpMaluU, XapaKTepUCTUKU U
BO3MOXHOCTH OPraHU3allMOHHO-TEXHUYECKUX METOJIOB M COBPEMEHHBIX ammnapaTHO-
MPOrpaMMHBIX  CPEACTB  3allUThl M  MPOTUBOJAEHCTBUS  yrpo3aM 0€30MacHOCTU
uHpopMaIu.

OcHoBHble monoXkeHust [lonuTuku 0a3upyroTcsi Ha KavyeCTBEHHOM OCMBICICHUH
BOIIPOCOB 0€30MacHOCTH WH(GOPMAIlMU W HE 3aTParuBalOT BOMPOCOB SKOHOMHUYECKOIO
(KOJIMYECTBEHHOI'0) aHaju3a PUCKOB U OOOCHOBaHUS HEOOXOIUMBIX 3aTpaT Ha 3alllUTy
uHpopMaIu.

3. OcHoBHBbIMH 00beKTaMU cucTeMbI Oe3onacHocTu I/l B OTIelie siBJIsAIOTCA:

- uHPOPMAIMOHHBIE PECYPCHI C OTPAHUYEHHBIM JIOCTYIIOM, conepxkanue [1/1H;

- mnpornecchl 00padotku [1Jus UCII[An Otnena, uapopMalmoHHbIE TEXHOJOTHH,
peryiaMeHTsl M Tpouenypsl cOopa, oOpaOOTKH, XpaHEHUs W mepenadyd HHPOpMaIUH,
nepcoHa pa3paboTUYNKOB U TOJI30BATENICH CUCTEMBI U €€ 00CITYKUBAIOIIUHN TTePCOHAT;

- uHpopMaInMoHHass UHQPPACTPYKTypa, BKIIOUAIONIAs CHUCTEMbl OOpaOOTKH W
aHanu3a uHGOpMaIMK, TEXHUYECKUE U TIPOrpaMMHBIC CpPEJICTBA €€ 00pabOTKH, Nepeaadn
1 OTOOpaKEHUS, B TOM YHCJIE KaHaIbl HH(OOPMAIIMOHHOTO 0OMEHa M TeJIEKOMMYHUKAIIUH,
CUCTEMbl M CpPEJACTBA 3alluThl WH(MOpPMAIMH, OOBEKTHI W TIOMEIICHHUS, B KOTOPBIX
PacIIOIOKEHbl TEXHUYECKHE cpeacTBa 00padoTku [1/1H.



4. HHTepechl 3aTparuBaeMbIX Cy0beKTOB HH(POPMALMOHHBIX OTHOLICHU H

Cy0ObexkTamu nHGOPMALMOHHBIX OTHOLIEHUMN NpU obecrnieuennn 6e3omnacHoctu [1/{xH
Otnena sSBIAOTCSA:

- Ortnen, kak cCOOCTBEHHUK MH(DOPMAIMOHHBIX PECYPCOB;

- PYKOBOJCTBO U cOoTpyAaHuku Otnena, B COOTBETCTBUHU C BO3JIOKEHHBIMH Ha HUX
GyHKIUSAMY;

- (usmyeckue nuua, He SBISAOUMECS cOTpyaHUKamu Otaena, HO UMEIOUUMU C
HUM OTHOUIEHUS ¢ chepe COLMATBbHOM 3alIUThl HACEICHUS.

[lepeuncnennble CyOBEKTHl HHGOPMAIIMOHHBIX OTHOIIEHUI 3aMHTEPECOBAHBI B
oOecreyeHuu:

- CBOEBPEMEHHOT'0 JOCTyMa K HeoOxoAuMbIM UM I1J[H (MX 1oCTynmHOCTH);

- JIOCTOBEPHOCTH (ITOJIHOTHI, TOYHOCTH, aI€KBATHOCTHU, L1eJI0CTHOCTH) [1/1H;

- KoH(puaeHuHanbHOCTH (coxpanenus B Taitne) I1/1H;

- 3allMTHI OT HABA3BIBAHUS UM JIOKHBIX (HEZOCTOBEPHBIX, UCKaKEeHHBIX) [1/1H;

- pasrpaHUyYeHUs OTBETCTBEHHOCTH 3a HapylIeHUs UX TMpaB (MHTEPECOB) H
YCTaHOBJIEHHBIX MpaBui oOpamienus ¢ [1J1H;

- BO3MOKHOCTH OCYUIECTBJICHHUS HEMPEPBIBHOIO KOHTPOJISI M YNpaBleHUs
nporieccaMu 00pabotku u nepenayu [1/1x;

- 3amuTsl [IJITHOT HE3aKOHHOTO pacIPOCTPAHEHMUS.

4.1.11eau 3a1UTHI

OCHOBHOHM 11I€JIbI0, HA JIOCTHXKEHHME KOTOPOM HampaBiI€Hbl BCE MOJIOKECHUS
Hactosimeld [lomuTukM, SBISIETCS 3alUTa CYOBEKTOB HMH(POPMAIIMOHHBIX OTHOIICHUHN
Otaena OoT BO3MOKHOTO HAaHECEHHUS UM MaTepHaIbHOTO, (PU3HYECKOTO, MOPAIBLHOTO WU
WHOTO yliep6a, MOCPEJACTBOM CIyYaiiHOTO WM MpeaHaMepeHHoro Bo3aercTBust Ha [1/1H,
WX HOCHUTEJH, MPOIEeCChl 00pabOTKH U TIepeaauH.

VYka3zaHHas 1eJb JOCTUTAETCA TIOCPEICTBOM OOECTIEUYeHUS] W TOCTOSHHOTO
MOAJIEpKaHUS caenyromux cBorcts [1/1H:

- JOCTYIHOCTH JIJIs JIETJbHBIX MOJIb30BaTeNIel (YCTOMUMBOTO (pYHKIIMOHUPOBAHUS
nHpopManmoHHbIX cucteM OTaena, Mpu KOTOPOM TMOJb30BaTEId UMEIOT BO3MOXKHOCTH
nostydeHuss HeoOoxoaumbIx [1J[HU pe3ynbTaToB peleHus 3aaad 3a MpueMiieMoe JJISi HUX
BpeMsi);

- IEJTOCTHOCTH M ayTeHTUYHOCTH (MOoATBepkaeHue aBTopcTBa) I1/1H, XpaHUMBIX U
oOpabatbiBaeMbIX B MH(pOpMalMoHHBIX cuctemax Otnena W mepeaaBaeMoi Mo KaHajaam
CBSI3H;

- KOH(UIEHIIMATBHOCTU - COXpaHEHUs B TailiHe onpeneneHHon uactu [1/]H,
XpaHUMBIX, 00pabaThIBAEMbIX U MEPEIaBAEMbIX 0 KaHAJaM CBSI3H.

Heo6xoaumMplii ypoBeHb JOCTYIMHOCTH, LIETOCTHOCTH U KoHuaeHmaisHocty [1/{x
o0ecrieunBaeTCs COOTBETCTBYIOIIMMHM MHOXKECTBY 3HAYUMBIX YIPO3 METOJaMU U
CpEIICTBAMU.

4.2.0cHOBHBIE 3a/1a4M cUCcTeMBbI o0ecnieueHusi Oe3onacHocTu I H

JI71s1 AOCTHKEHUST OCHOBHOM 1€/ 3aIlIUThl U 0O0ecrieueHns yka3aHHbIX cBOMCTB [1/1H
cucrteMa obecreueHus nHGopManroHHONW Oe3omacHocTu OTherna AoKHA 00eCreynuBaTh
3¢ PeKTUBHOE PEIICHHE CICAYIOMMX 3a0a4:

- CBOCBPEMEHHOE BBISIBJICHUE, OILICHKA W MPOTHO3UPOBAHWE MCTOYHUKOB YIPO3
nH(pOpMaIIMOHHOW 0€30MacHOCTH, NMPUYMH U YCIOBHM, CHOCOOCTBYIOIIUX HAHECEHUIO
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yiepba 3aMHTEPECOBAHHBIM CYObEKTaM HMH(POPMALMOHHBIX OTHOIICHWH, HapyIICHUIO
HOPMaJILHOTO () YHKIIMOHUPOBaHUS HH(GOpMAMOHHBIX cucTeM OTrena;

- CO3JaHME MEXaHHM3Ma OIEpPaTUBHOI'O pearupoBaHMsl Ha YIpo3bl O€30M1aCHOCTH
nH(pOpMAaIMU U HETaTUBHbBIC TEHACHIINY;

- CO3JaHME YCIOBMM JUIi MHUHUMHU3ALMU M JIOKAJW3allMd HAHOCUMOIO YyIepoa
HEMPaBOMEPHBIMU  JICUCTBUSMU  (PUBMYECKUX M IOPUIWYECKUX JIUL, ocjablieHue
HEraTUBHOTO BJIUSHUSA W JUKBUAAIMS TOCJIEJICTBUNA HapylleHHs Oe30MacHOCTH
uHpopmaIuy;

- 3alIUTy OT BMEUIATENbCTBA B MPOLECC (PYHKIIMOHMPOBAHUS HH(POPMALMOHHBIX
CUCTEM IMOCTOPOHHHMX JIMI (JOCTYN K HH(QOPMALMOHHBIM pecypcam JOJIKHBI HUMETh
TOJIBKO 3apETUCTPUPOBAHHBIC B YCTAHOBICHHOM IMOPSIIKE MOJI30BATENN );

- pasrpaHHyY€HUE JOCTyNa IMOJIb30oBaTeNe K HH(POPMAIMOHHBIM, AalllapaTHbIM,
MPOrpaMMHBIM U UHBIM pecypcam OTaena (BO3MOXHOCTh IOCTYyTMa TOIBKO K TEM pecypcam
U BBIMOJHEHUS TOJIBKO TEX OINepaluidl ¢ HUMHU, KOTOpble HEOOXOAUMBI KOHKPETHBIM
MOJIB30BATEIISIM JIJIsl BBIIIOJIHEHHUS] CBOMX CIIYKEOHBIX 00s3aHHOCTEN), TO €CTh 3alIUTy OT
HECaHKIIMOHUPOBAHHOTO JI0CTYTIA;

- oOecrieyeHue ayTeHTU(UKALUU MOJIb30BaTeIeH, Y4aCTBYIOIIHUX B
nH(OPMAIMOHHOM OOMeHe (ITOATBEPKIAEHUE MOJIMHHOCTU OTHPABUTENS M TMOJIydaTess
uHdopmaImm);

- 3aluTy oT HCC&HKHHOHHPOB&HHOﬁ MOI[I/I(i)I/IKaI_II/II/I HCIIOJIB3YEMBIX B
I/IH(l)OpMaI_II/IOHHBIX CHUCTCMAxX OTIICJIa MMpOrpaMMHBIX CPCACTB, 4 TAKKC 3allIUTy CHUCTCMbI
OT BHCAPCHUA HCCAHKITMOHUPOBAHHLBIX ITPOTPaMM, BKIIHOYAA KOMIIBIOTCPHBIC BUPYChI,

- 3alIuTy I/IH(i)OpMa]_II/II/I OTPAaHUYCHHOI'O ITOJIB30OBAHUA OT YTCUKH IIO TCXHUYCCKHUM
KaHaJIaM IIpH €€ O6pa6OTKC, XpaHCHHUHU U IICpCaaduC 10 KaHajlaM CBA3H.

4.3.0OcHOBHBIC IyTH pelICHUS 32/1a4 CUCTEMbI 3aIUThI

[locTaBneHHbIe OCHOBHBIEC IIEJIM 3aLIUTHI U PEIICHUE MEPEUUCICHHBIX BBIIIE 3a]a4
JOCTUTAIOTCS

- CTpPOTUM YY€TOM BCEX MOJIJIKAIINX 3alIUTE PECYPCOB HH(POPMALIMOHHBIX CUCTEM
Otnena  (uHdopmanuu,  3amay,  JOKYMEHTOB,  KaHaJIOB  CBSI3M,  CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX PA0OUYHX MECT);

- JKypHaJUpOBAaHHMEM JEUCTBHUI MepcoHana, OCYIIECTBISIOMIEr0 OOCIYyKUBAaHUE U
MOAU(PUKALNIO MPOTPAMMHBIX U TEXHUYECKUX CPEJICTB UH(POPMAIIMOHHBIX CUCTEM;

- TOJIHOTOM, peaJlbHOM BBIOJIHUMOCTbIO U HENPOTUBOPEUUBOCTHIO TPEOOBAHMIA
OpraHu3alMOHHO-PACTIOPSIUTENBHBIX JTOKyMEeHTOB OThena mo BompocaMm oOecreyeHus
6e3onacHocTy HH(pOpMaIUy;

- TMOATOTOBKOM  JOJKHOCTHBIX  JUI  (COTPYAHHMKOB), OTBETCTBEHHBIX 32
OpraHu3alyi0 M OCYIIECTBIECHUE NPAKTUYECKUX MEPONPUATUH 10 O0OECIECUCHHIO
6e3omnacHoctu [1JIHu nporieccoB ux 06padboOTKH;

- HaJeJeHUEeM Ka)KJ0ro COTpyIHHUKA (TI0JIb30BaTENs1) MUHUMAIIbHO HEOOXO0AUMBIMU
JUTSI BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX 00S3aHHOCTEN MOJTHOMOYHUSMHU TIO TIOCTYITY
K nHGOpMaIMOHHBIM pecypcam OTaena;

- YETKMM 3HAHMEM U CTPOTHMM  COOJIIOZIEHUEM BCEMHU  MOJIb30BATEISIMU
uH(popmamoHHbIX cucteM Ortaena TpeOOBaHUN OPraHU3aLMOHHO-PACTOPSAUTEIbHBIX
JOKYMEHTOB I10 BOIlpocaM obecreueHrs 0e301MacHOCTH HHPOpMaIINH;



- TEPCOHAJILHON OTBETCTBCHHOCTBIO 3a CBOM JEHCTBUS KaXKIOTO COTPYIHHKA, B
pamMKax CBOMX ()YHKIIMOHAJIBHBIX 00S3aHHOCTEH MMEIOIIETO JOCTYIT K WH()OPMAIMOHHBIM
pecypcam Otaena;

- HCNPEPBIBHBIM  MOJJCPKAaHUEM  HEOOXOJMMOTO  YPOBHS  3alIUIICHHOCTH
AJIEMEHTOB HH(POPMAITMOHHOM CpPEeIbI;

- NpuMeHeHHuEeM (DH3UYECKUX M TEXHUYECKHX (IIPOrpaMMHO-aIapaTHBIX) CPEICTB
3alIUTBIl PECYPCOB CHCTEMBI W HEMPEPBIBHOW aJMUHUCTPATHBHON MMOJJICPKKOH HX
HCITOJIb30BaHUS;

- 3] hexTUBHBIM KOHTPOJIEM HaJl co0JIroIcHuEM MOJIb30BaTENISIMU
MH(POPMAIIMOHHBIX PECYPCOB TPeOOBaHMI TTO 00ECTICUeHHIO 0€30MacHOCTH HH(GOPMAIINH;

- FOpUINYCCKOH 3ammTol MHTepecoB OTaena NMpu B3aUMOACHCTBUU C BHCIITHUMH
opraHu3anusMu (CBs3aHHOM ¢ oOMeHoM IIJ[H) OT MPOTHBOINpPABHBIX ICHCTBUMN, KaK CO
CTOPOHBI JTHX OpraHM3alMi, TaK W OT HECAHKIMOHUPOBAHHBIX  JCHCTBUUI
00CITy’)KMBAIOIIETO MePCOHANA U TPETHUX JIUII.

5. Iloctpoenue cuctembl, ooecnieuenusi 0esonacaoctu IIn Otaeaa,
U ee (YHKIUOHUPOBAHUE IOJKHBI OCYIIECTBJISTHCS B COOTBETCTBHU
€O CJIeAYIONIUMHM OCHOBHBIMH MPUHIIUNIAMMU:

5.1.3akoHHOCTH

[Ipenmnonaraer OCyIIECTBICHHE 3AUIUTHBIX MEPONPUITHI U pa3pabOTKy CUCTEMBI
6e3onacHoctu I1[[H Otaena B COOTBETCTBUU C JCHCTBYIOLUIMM 3aKOHOAATEILCTBOM B
obnactu 3ammthl I1J[H, a TakXke OpPyrux 3aKOHOJATEIbHBIX AKTOB IO OE€30MaCHOCTH
unpopmaruun PD, ¢ npumeHeHHMEM BCeX J03BOJICHHBIX METOJO0B OOHApY>KEHUS U
npeceyeHus npapoHapymeHuid npu padote ¢ [1/{n. [Ipunsteie mepsl 6e3omacHocT [11H
HE  JOJDKHBI  MPEMSITCTBOBATH  JOCTYIY  IPABOOXPAHUTEIIBHBIX  OPraHoB B
IIPEYCMOTPEHHBIX 3aKOHOAATEIbCTBOM CIIyYasiX.

Bce nonwszoBarenu VMCIIH q0m%KHBI UMETH MpeACTaBICHHE 00 OTBETCTBEHHOCTH 3a
npaBoHapylIeHus B o0naactu oopadbotku I1J1H.

5.2.CucreMHOCTD

CHCTeMHBIH TMOAX0J] K IOCTPOSHUIO CUCTEMbI 3amuThl mHMopmanuu B OTaena
MpearoiaraeT y4eT BCeX B3aMMOCBS3aHHBIX, B3aUMOJICHCTBYIOIIMX U U3MEHSIOMINUXCS BO
BPEMEHHU DJJICMEHTOB, YCIOBUH W (AaKTOPOB, 3HAYMMBIX JJII TOHMMAaHUS M pEHICHUS
npobiieMbl obecnieuenus 6e3onacHocT [1/1H.

[Ipr co3maHWKM CHCTEMBI 3alTUThI JOJDKHBI YYUTHIBATHCS BCE Ciiadble M Hawbosee
ysi3BuMble Mecta MICIIJIH, a Takke XapakTep, BO3MOXKHBIC OOBCKTHI U HAIIPABJICHUS aTak
Ha HEE CO CTOPOHBI HAPYIIUTEIICH.

CucreMa 3anuThl JOJDKHA CTPOUTHCS C YIETOM HE TOJBKO BCEX M3BECTHBIX KAaHAJIOB
MIPOHUKHOBCHUS W HECAHKIIMOHMPOBAHHOTO JIOCTYNMa K HMH(OpPMAIMKU, HO U C Y4CTOM
BO3MOYXHOCTH TIOSIBJICHHUS HOBBIX ITyTEH peain3aliuu yrpo3 0e30MacHOCTH.

5.3.KoMIIlIEKCHOCTD

KomrmiekcHoe BCcTofib30BaHHE METO0B U CPEACTB 3aIUThl KOMIIBIOTEPHBIX CUCTEM
MpejIoiaraeT COrjlacOBaHHOE TNPUMEHEHHE Pa3HOPOAHBIX CPEACTB IMPU IOCTPOCHUU
IIETTOCTHOM CUCTEMBI 3alUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE (3HAYMMBIC) KaHAJIbI
peanuzali  yrpo3 M HE cojepikamield cl1adblXx MEeCT Ha CThIKaX OTHEIbHBIX €€



KOMITIOHCHTOB. 3aH_II/ITa HOJKHA CTPOHUTHCA SIICIIOHHUPOBAHO. Buemnuss 3jalguTa JOJI?KHa
oOecrieunBaThCS (1)I/ISI/I"ICCKI/IMI/I CpeaACTBaAMU, OPraHU3allMOHHBIMHU U IIPABOBBIMU MCpPaMMU.

5.4.HenpepbIBHOCTH 3aIIUTHI

O6ecneuenne Oe3omacHoctu I[IJIH- mpouecc, OCYIIECTBISIEMbI PYyKOBOACTBOM
Otnena, OTBETCTBEHHBIMHU 3a opraHuzaiuio obOpabotku IIJ[H u coTpynHMKaMHu Bcex
ypoBHEH. OTO HE TOJBKO M HE CTOJbKO NpOLEaypa WM TOJUTHKA, KOTOpas
OCYIIECTBIISIETCS] B OTIPE/ICICHHBIA OTPE30K BPEMEHH HJIM COBOKYITHOCTbh CPEJICTB 3alllUTHI,
CKOJIBKO TIPOIIECC, KOTOPBIN JOJKEH MOCTOSIHHO MJITH Ha BCeX YPOBHAX BHYTpH Otnena u
KOKIBIA COTPYAHUK JOJKEH MPUHUMATh ydacTHe B 3TOM Iporiecce. J[esTeNbHOCTh M0
oOecrieueHu0  MH(OpMAMOHHOW  O€30MAaCHOCTU  SIBISETCA  COCTAaBHOM  4YacThiO
noBceHeBHON JnestenbHOCTH Otnena. M ee »hPekTUBHOCTH 3aBUCUT OT ydacTHs
pykoBojicTBa Otaena B o0ecrieueHuu nHbopmalmonnou 6ezonacHoctu I1/1H.

Kpome toro, puszndeckum u TEXHUYECKUM CPEACTBAM 3aIlUThI 1Ji 3P heKTUBHOTO
BBITIOJIHEHUS ~ CBoMX  (PyHKIM  HeoOXoaWMma  TIOCTOSIHHAs  OpraHu3alMoHHAas
(aaMuHUCTpaTHBHAS ) MOJJEPKKa (CBOEBpEMEHHAass CMEHAa W O0eCleueHHE MPaBUIBHOTO
XpaHCHUsT W TIPUMEHEHUS HMEH, NapoJiei, MepeornpesecHue MOJHOMOUYUA M T.IL.).
[lepepriBbl B paboTe CPEACTB 3aIUTHI MOTYT OBITh HMCIOJB30BAaHbI 3JI0YMBIITUICHHUKAMU
JUISL aHaJIM3a TMPUMEHSEMBIX METOJIOB M CPEJICTB 3alUTHI, JJIsl BHEAPCHUS CIEIUAbHBIX
MPOTrpaMMHBIX U allllapaTHHIX "3aKJIa0K" U IPYTrUX CPEACTB MPEOAOJICHUS 3AITUTHI.

5.5.CBoeBpeMEeHHOCTD

[Ipennonaraer ynpexnaronmii xapaktep Mmep obecnedenus 6ezomacuoctu I1/1H, To
€CTh MMOCTAHOBKY 3aj1a4 Mo KoMIuieKcHoM 3amute [1J{H u peanuzamuio Mep obecrneyeHus
oe3onacHocty [1/[H HA paHHHX CTAAUAX pa3pabOTKU MHGOPMAIIMOHHBIX CHCTEM B IICJIOM U
WX CHCTEM 3alllMThl, B YACTHOCTH.

Pa3zpaboTka cucTeMBbI 3aIIUTHI JOJDKHA BECTUCH TapajuiebHO C pa3paboTkoil u
pPa3BUTHEM CaMHUX 3allAIAEMbIX HH(POPMAIMOHHBIX CHUCTEM. ITO IO3BOJHUT Y4YECTh
TpeOOBaHMUs OE30MACHOCTH MPHU NMPOSKTUPOBAHUHU APXUTCKTYpPhl M, B KOHECYHOM CYETE,
co3nath Oosee rhPpekTUBHBIE (KaK MO0 3aTpaTaM PECypCoB, TaK U MO CTOMKOCTH) CUCTEMBI,
o0aiarole T0CTaTOYHBIM YPOBHEM 3aIUIIICHHOCTH.

5.6.1IpeeMCTBEHHOCTH U COBEPILICHCTBOBAHUE

[Ipennonaraer MOCTOSIHHOE COBEPIICHCTBOBAHME MEP M CpeAcTB 3amuThl [1/IH Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHU3allMOHHBIX WU TEXHUYECKUX PEUICHHH, KaJIpOBOIO
coctaBa, aHanuza gynkinuonupoBanus UCIIJIn OTnena u cucteMbl UX 3alIUTHI C YYETOM
W3MEHEHUM B METOJIaX U CPEJACTBax INepexBara MHPpOpMaIluu, HOPMATUBHBIX TpeOOBaHUI
10 3alIUTE, TOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0e’KHOTO OMbITa B 3TOM 00JIACTH.

5.7.PazymMHasi 10CTATOYHOCTH (IKOHOMHYECKAS 1€J1eCO00PA3HOCTD)

[Ipennonaraer cooTBETCTBUE YPOBHS 3aTpaT Ha oOecreueHue OezomacHoctu [1/1H
IIEHHOCTH WH(GOPMAIMOHHBIX PECYpCOB M BEJIMYMHE BO3MOXXHOTO yIiiepda oOT ux
pasriaiieHus, yTpaThl, YTEUKH, YHHUYTOXEHUS M HUCKaxkeHus. Mcmonb3dyemble Mepbl U
cpencTBa obecneyeHus: 6e30MacHOCTH UH(POPMALIMOHHBIX PECYPCOB HE TOJKHBI 3aMETHO
yXyAliaTh 3pProHOMUYEeCKHe Tokazarenu pabotel kommnoHeHToB WCII[IH Otnena.
Nznuiane Meprsl 6€30MacHOCTH, TOMUMO SKOHOMHUYECKON Hed(PHEKTUBHOCTH, MPUBOASLT
K YTOMJICHUIO U pa3IpaXeHUIO MepCcoHaa.



Co3nath aOCONIOTHO  HEMPEOJONHMMYIO CHUCTEMY 3aIllMTHl  MPUHIUITHAIHHO
HeBo3MOXxHO. [Toka IT/[H HaxomaTcs B oOpalieHUH, MPUHUMAEMBIE MEPBl MOTYT TOJIBKO
CHU3UTH BEPOSATHOCTh HETATHBHBIX BO3ICUCTBHUM WIIM YIIEpO OT HUX, HO HE UCKIIOUYNUTH UX
NOJHOCTHI0. [lpH TOCTaTOYHOM KOJMMYECTBE BPEMEHH M CPEJICTB BO3MOXKHO IMPEOIOJIEThH
mo0yro 3amuTy. Ilo3TOMy HMMEET CMBICI paccMaTpUBaTh HEKOTOPBIA MPUEMIICMBIH
ypoBeHb oOecreyeHus: 0e30macHOCTH. Bbicokodh(heKkTHBHAS CUCTEMa 3alllMuThl CTOUT
JOpOT0, WCIONB3yeT MPU paboTe CYIIECTBEHHYIO YacTh PECYpCOB M MOXKET CO3/1aBaTh
OIIlyTHMBIC JIOMOJIHUTEIbHBIC HEYI00CTBA IOJIH30BATEISIM. BakKHO TpaBUIILHO BHIOPATH
TOT JIOCTATOYHBIM YPOBEHB 3alIUTHI, IPU KOTOPOM 3aTpaThl, PHCK U pa3Mep BO3MOXKHOTO
yiep6a ObuIH OBl TPUEMIIEMBIMU.

5.8.1lepcoHanibHasi OTBETCTBEHHOCTD

[Ipennonaraer Bo3ji0KeHHE OTBETCTBEHHOCTH 3a obecrneuenue 6ezonacHoctu [11x
W CHUCTEMBbl UX OOpabOTKM Ha KaXXJIOro COTPYAHUKA B Mpenesiax ero rnoiaHomounii. B
COOTBETCTBUM C ITHUM MPHUHIMIIOM pacipejeiieHue MpaB U 00S3aHHOCTEH COTPYIHUKOB
CTPOUTCSI TAKUM 00pa3oM, 4TOOBI B Ciydae JI0OOr0 HAPYIICHUS KPYyr BUHOBHUKOB OBLI
YETKO U3BECTEH WU CBEJICH K MUHUMYMY.

5.9.MuHuMH3aUsl MOJTHOM 04U

O3Hauvaer NOpPeAOCTaBICHUE TMOJb30BATEISIM MHUHUMAIBHBIX TMpPaB JIOCTyNa B
COOTBETCTBUM €O  CilykeOHOW HeoOxomumocthto. Jloctyn k IIJlH  momkeH
MIPEOCTABIATHCS TOJIBKO B TOM ClIy4dae U 00beMe, €CJIM 3TO HEOOXOIUMO COTPYAHUKY ISt
BBITIOJTHCHUS €T0 JTOKHOCTHBIX 005S3aHHOCTEIA.

5.10.Uckiarouenne KOHGIUKTA HHTEepecoB (pa3aesieHue PyHKIMI)

O¢ddextuBHas  cucrema  obecrieueHuss ~ UHPOpPMAIMOHHOW  ©€30MacHOCTH
IpeJroiaraeT 4eTKoe pa3zelieHue 00s13aHHOCTEH COTPYIHUKOB M MCKITIOYCHHUE CUTYaIlUH,
Korjga cdepa OTBETCTBEHHOCTH COTPYAHUKOB NOMyCKaeT KOH(MIUKT uHTepecoB. Cdeps
MOTEHITUANTBHBIX KOH(MINKTOB OJKHBI BBISBISITHCS, MUHUMHU3UPOBATHCA, M HAXOJIUTCS
MOJT CTPOTMM HE3aBUCHUMBIM KOHTpOJeM. Peanusanus 1aHHOTO MPUHITUIIA TPEANOaraer,
YTO HE OJUH COTPYIHUK HE JOJKCH UMETh MOJTHOMOYNH, TO3BOJSIONINX EMY €INHOIHIHO
OCYIIECTBJIATh  BBINIOJHEHHE KPUTHYHBIX  omnepanuid. Hamenenwe  cOTpyaHHUKOB
MOJTHOMOYHSIMH, TOPOXKIAIONIMMH KOH(IUKT HWHTEPECOB, [aeT €My BO3MOXKHOCTh
MOJITACOBBIBATh MH(POPMAIIMIO B KOPBICTHBIX MEJSAX WM C TEM, YTOOBI CKPBITh MPOOIEMBI
WIH TIOHECeHHbIe YOBITKH. [l CHKeHus pucka MaHumymnupoBanus [IJ[H u pucka
XUIICHUS, Takue MOJHOMOYHUS JOJDKHBI B MaKCHUMaNbHO BO3MOXKHOW CTENIEHH OBITh
pasfielieHbl MEXIy pa3lInYHbIMA COTPYAHMKAMU WM Toapa3aeneHusMmu  Otaena.
Heo0xoammMo MpOBOAUTH TEPUOAWYECKHE TMPOBEPKHM O0OsS3aHHOCTEH, QYHKIUH U
AESTeLHOCTH COTPYIHUKOB, BBHITIOTHSIONINX KIFOUEBbIe ()YHKIMH, C TEM, YTOOBI OHU HE
UMENTH BO3MOXKHOCTH CKPBIBaTh COBEPIICHHE HEMPaBOMEpPHBIX aeiicTBuil. Kpome Toro,
HEOOXOAMMO TPUHUMATHh CIENHaIbHbIE MEpPhl 10 HEAOMYIIEHUIO CroBOpa MEXIY
COTPYIHHUKAMHU.

5.11. B3aumopaeiicTBHe U COTPYIHHYECTBO

[Ipennonaraer coszgaHue OngaronpusTHOM atMmocdepsl B komiektuBe Otnena. B
TaKoil 00CTaHOBKE COTPYIHUKH JIOJKHBI OCO3HAHHO COOJIIO/IaTh YCTAaHOBIICHHBIE NPAaBUIIa
Y OKa3bIBaTh COACHCTBHUE AESITEIILHOCTU OTBETCTBEHHOTO 32 00paboTKy I1/[H.



PyxoBoactBo OTnena HECET OTBETCTBEHHOCTD 3@ CTPOroe COOIOAEHUE 3TUUYECKUX
HOPM M  CTaHAapTOB MNpPO(PECCUOHAIBHOW JAESATENIbHOCTH, MOAYEpPKUBAIOUIEH U
JEMOHCTPUPYIOILIEH  MepcoHaly Ha  BCEX  YPOBHSAX  BaXKHOCTh  oOecreuyeHus
uHpopmaimonnon 6e3zonacHoctu Otaena. Bee cotpyanuku Otaena Q0JKHBI MOHUMATh
CBOIO pOJIb B Ipolecce obecrneyeHus: MHPOPMALMOHHON O€301acHOCTH U IMPUHUMATh
yyacTHe B 3TOM mporecce. HecmMoTps Ha TO, 4TO BbICOKas KyJbTypa OO€CHEUYeHMs
MH(OPMAIMOHHON 0€30MaCHOCTH HE rapaHTUPYET aBTOMATUYECKOIO JOCTHKEHHMS LIeJIeH,
€€ OTCYTCTBHE CO34aeT OOJIblIE€ BO3MOXHOCTEH IUId HapylIeHUs O€301IaCHOCTU WU HE
oOHapyxeHus (akToB ee HapyIICHUSI.

5.12. I'ubKoOCTH CHCTEMBI 3AIIUTHI

Cuctema obecneyeHuss UHGOPMAITMOHHON 0€30MacHOCTH JOJXKHA OBITH CIIOCOOHA
pearmpoBaTh Ha M3MEHEHUS BHEIIHEH CPEJlbl M yCIOBUN ocymiecTBIeHUS OTaenoM CBoeH
JESATENBHOCTH. B 4MCII0 TaKMX U3MEHEHUI BXOIAT:

- W3MEHEHUs OpPraHW3aIlMOHHOHN M ITaTHOH CTPYKTYphl OTaena;

- W3MCHEHHUE CYIICCTBYIONIUX WM  BHEAPCHHE IPUHIUIIHAILHO  HOBBIX

UH(OPMAITMOHHBIX CHCTEM;

- HOBBIC TCXHUYECKHE CPE/ICTBA.

CBOMCTBO THOKOCTHM CHCTEMBI oOecrieueHusi HHGOPMAIMOHHONW O€30MacHOCTH
n30aBIIsIeT B TaKUX CHUTYallUIX OT HEOOXOIMMOCTH TPHHITHS KapAUHAIBHBIX MEp IO
MOJIHOM 3aMEHE CPEACTB M METOJIOB 3allUThl Ha HOBBIC, YTO CHIDKACT €¢ OOIIyIo
CTOUMOCTb.

5.13. OTKpBITOCTH AJTOPUTMOB M MEXaHU3MOB 3aIIUThI

CyTh mpuHIUIA OTKPHITOCTH aITOPUTMOB U MEXaHU3MOB 3aIIUTHI COCTOUT B TOM,
YTO 3allUTa HE JOJDKHA O0eCreyuMBaThCA TOJBKO 32 CUET CEKPETHOCTU CTPYKTYpHOM
OpraHu3alyyd U aJrOpUTMOB (PYHKIIMOHHUPOBAHUS €€ MOJCHCTEM. 3HAHUE AJITOPUTMOB
paboThl CHUCTEMBbI 3alllUThl HE JAOHKHO JaBaTh BO3MOXKHOCTU €€ MpPEeoJIoJIeHHs (Jaxe
aBTopaM). JTO, OJIHAKO, HE O3HAYaeT, YTo MH(popMmalus 00 UCHOJIB3YEeMBbIX CHCTEMaxX U
MEXaHU3Max 3alUThl IOJKHA OBITH 00IIEIOCTYIIHA.

5.14. IIpocToTa NpUMeHEHNs CPEACTB 3AUThI

MexaHu3Mbl U METOJIbI 3aIUTHI TOJKHBI OBITh HMHTYUTHUBHO MOHSTHBI U TIPOCTHI B
UCIoIb30BaHuu. [IpuMeHeHue cpeiCTB U METOJIOB 3alIUThI HE JOJKHO OBITh CBA3aHO CO
3HAHUEM CHEIUAJbHBIX S3BIKOB WJW C BBIIOJHEHHUEM JIEUCTBUH, TPeOYIOMUX
3HAYUTEIIbHBIX JOTIOJTHUTEIIBbHBIX Tpyao3aTpat npu OOBbIYHOM pabore
3aperucTpUpPOBAHHBIX MOJIb30BATENICH, a TaAKXKE HE JOJKHO TPeOOBAaTh OT MOJIb30BATENs
BBITIOJTHEHUSI PYTUHHBIX MAJIOTIOHATHBIX MY OTIepaIliii.

5.15. O00CcHOBAaHHOCTb M TEXHHYECKAsI PeaIu3yeMoCTh

NudopmarimoHHble TEXHOJIOTHUH, TEXHUUYECKUE U MPOTPAMMHBIE CPEACTBA, CPEACTBA
u Mepbl 3amuThl [IJIH 70MKHBI OBITH peaan30BaHbl HA COBPEMEHHOM YPOBHE pPa3BUTHUS
HAyKd U TEXHUKH, OOOCHOBAHBI C TOYKHU 3PEHHS] JOCTHIKEHHS 3aJaHHOTO YpPOBHS
0e30macHOCTH HMH(OpMAIMM U SKOHOMMUYECKOH LENecoO0pa3HOCTH, a TAKXKE JOJKHBI
COOTBETCTBOBATh YCTAaHOBJICHHBIM HOpMaM U TpeOoBaHusM 1o 6e3onacHoctu [1/1H.



5.16. Cnenmnanuzauusi v npodeccuoHaATN3M

[Ipennonaraer mpuBiedYeHUE K pa3pabOTKe CPEACTB M pealn3aldyd Mep 3allUThI
[1/In crenuanu3upoOBaHHBIX OpraHu3aluid, HauboJee MOATOTOBIEHHBIX K KOHKPETHOMY
BUJY JIEATEIBHOCTH MO oOecrneueHnio 0e30MacHOCTH HH(GOPMAIIMOHHBIX PECYpPCOB,
MMEIOIIKUX OIBIT MPAKTUYECKOH pabOoThl M TOCYJApCTBEHHYIO JMIICH3UIO HA TIPaBO
OKa3aHMs ycIyr B 3Toi obOnactu. Peanusanusi aIMUHUCTPATUBHBIX MEP U SKCIUTyaTalus
CPEICTB 3alllUThl JIOJDKHA OCYIIECTBISATHCA MPOPECCHOHAIBHO MOJATOTOBIECHHBIMU
cneruanucramu Otnena (OTBETCTBEHHBIX 3a Opranuszanuio oopadorku [1/1H).

5.17. O06s13aTEILHOCTH KOHTPOJIS

[Ipenmnonaraer 0053aT€TbHOCTh W CBOEBPEMEHHOCTH BBISBICHHUS M IPECEUCHUS
MOMBITOK HApyUIEHUS YCTAHOBJIEHHBIX NpaBmi, obOecrneuenus Oe3zonacHoctu [1/1H, Ha
OCHOBE HCHOJb3yeMbIX cUCTeM M cpeactB 3amuthl [I/H, mpu coBepiieHCTBOBAaHUU
KPUTEPHUEB U METOJIOB OLIEHKU 3()(PEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHTpoib 3a A€SITeNpHOCTBIO JIF000T0 MOIb30BaTENs, KaXk/I0I0 CPEACTBA 3aALUTHI U
B OTHOILIEHUHU JIFO00TO 00BEKTA 3aIUThI JOHKEH OCYIIECTBIATHCS HA OCHOBE IPUMEHEHUS
CPEICTB ONEPATUBHOTO KOHTPOJS M PErucTpallid W JOJDKEH OXBaTbIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TaK U CAHKIIMOHUPOBAHHBIE JICHCTBUS MOJIb30BATEIICH.

Kpome Toro, a¢dextrBHas cucrema obecnieueHusi THGOPMAILIMOHHON 0€301aCHOCTH
TpeOyeT Halnuuusl aJeKBaTHOW M BCEOOBbEMIIONIEH MH(OpPMALMU O TEKYLIEM COCTOSHHUH
MPOLIECCOB, CBSI3aHHBIX C JABWKEHUEM HH(OpMAMM U CBEACHUH O COOII0JIEHUN
YCTAHOBJIEHHBIX HOPMATHUBHBIX TPEOOBAHMM, a TaKXKe JOMOJHHUTEIbHOM HH(OpPMAINH,
UMEIOILel OTHOILEHWE K MPUHATUIO pemieHud. MHdopmanus nomkHa ObITh HAJEKHOM,
CBOEBPEMEHHOM, TOCTYITHON U MPaBUIBHO 0(OPMIIEHHOM.

Henoctatku cuctemsl obecriedeHuss MHGOpMalMOHHOW 0€30MacHOCTH, BhISIBICHHBIE
corpynnukamu OTnena JTOJDKHBI HEMEJJIEHHO JOBOIUTHCS /10 CBEACHHS PYKOBOJUTENS
Otnena U onepaTUMBHO YCTpaHATHCSA. BOIMpochl, KOTOpble KaxyTcs HE3HAYUTEIbHBIMH,
KOI'/Ia OTJIEJbHBbIE MPOLIECCHl PACCMAaTPUBAIOTCS M30JIUPOBAHHO, MPU PACCMOTPEHUH HX
HapsAy ¢ IPYTMMHU acleKTaMH MOTYT yKa3aTh Ha OTpULATENbHbIE TEHICHIUHU, TPO3SIIne
nepepacTy B KpyIHbIE HEIOCTAaTKU, €CIM OHU HE OYyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepbl o0ecnieyennsi UHGOPMANUOHHOM 0€30MMACHOCTH
Bce mepnt o6ecnieuenust 6ezonacHoctu UCIT/In Otnena noapasaensitorcs Ha:

6.1. 3axoHogaTenbHBIC (IPABOBBIC) MEPbI 3a1UTHI

K npaBoBbIM MepaM 3alIUThl OTHOCATCS JEHWCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl U
HOPMAaTHUBHBIE aKTHI, perjaMeHTupyomue npasuia obpamenus ¢ [1/1H, 3akperuistomue
npaBa U OOA3aHHOCTH YYacCTHUKOB HH(POPMALMOHHBIX OTHOLIEHUN B IMpolecce HX
0o0paOOTKM UM HCIIOJB30BaHUS, a TaKKe YCTaHABIMBAIOIIME OTBETCTBEHHOCTh 3a
HapyleHus 3Tux npasui. [IpaBoBble Mephl 3alIUTHI HOCAT B OCHOBHOM YINPEKIAIOUIUH,
npouIakKTUUEeCKUl XapakTep U TpPeOYyIOT MOCTOSHHOM pa3bICHUTENbHONW paldOThl €
MoJIb30BaTeNIAMH U oOciyxuBatomuM nepconanom UCIIn Otnena.

6.2. MopainbHO-3THYECKHE MepPbI 3aIHUTHI

K MopanbHO-3THYECKMM MepaM OTHOCSATCS HOPMBI TMOBEJIEHUS, KOTOpPHIE
TPaJIULUOHHO  CIOXKWINCh WM  CKJIaAbIBAIOTCS 10  MEpEe  pacHpOCTPaHEHUS
MH(OPMAIIMOHHBIX TEXHOJIOTMI B OOLIECTBE. DTU HOPMbI OOJIBIIECH YaCThbIO HE SIBISIOTCS
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O6H33TCJIBHBIMI/I, KaK 3aKOHOHAATCJIbHO YTBCPIKIACHHBIC HOPMATHBHBLIC AKTBI, OJHAKO, HUX
HCCO6JIIOIICHI/IC MOXCT IPHUBCCTU K MNAACHUIO ABTOPUTCTA, IPCCTHIKA YCIIOBCKA, I'PYIIILI
JIKL, UJIN OTIICJIa B OCJIIOM. MOpaHBHO-C-)TI/I‘{eCKI/IC HOPMBI OBIBAIOT KaK HCIIMCAaHbIC, TaK U
IIMCAaHBbIC, TO €CTb O(I)OpMJICHHBIC B HCKOTOp]’::Iﬁ CBOJ (YCTaB) IMpaBuJI HUJIA HpCI[HHCElHHfI.
MOpaJIBHO-C-)TI/I‘{eCKI/Ie MCpPBI 3allUTBI  ABJIAIOTCA HpO(i)I/IJ'IaKTI/I"ICCKI/IMI/I Hu Tpe6y}0T
MOCTOSIHHOM pa6OTBI IO CO3AaHUTIO 30POBOTO MOPAJIBHOI'O KJIIMMATa B KOJIJICKTUBC.

6.3. TexHonornyeckue Mepbl 3alIUThI

K nanHomMy Buay Mep 3alllUThl OTHOCSATCS Pa3HOTO poja TEXHOJIOTMYECKUE PEIICHUS
U TpUEMbl, OCHOBaHHbIE Ha MCIOJb30BAaHUM HEKOTOPHIX BHUAOB H30BITOYHOCTU
(cTpykTypHOH, (YHKIIMOHATBLHOM, WH(POPMAIIMOHHOW, BpPEMEHHOW W T.OI.) U
HaIlpaBJICHHbIE HA YMEHbBIIEHHWE BO3MOXHOCTH COBEPIICHHS COTPYJHUKAMHU OIIMOOK U
HapylUIeHUH B paMKax MpelOCTaBICHHBIX UM MIPaB U MOJTHOMOYUH.

6.4. OpranusanuoHHbIe (AAMUHUCTPATUBHbIE) MEPbI 3A1UTHI

OpranuzanioHHble  (aAMUHUCTPATUBHBIC) MEPhl  3alIUTBI - 3TO  MEphI
OpPraHM3aIMOHHOTO XapakTepa, perIaMEHTUPYIONIME TMPOoIecChl (YHKIIMOHUPOBAHUS
cuctembl 06padoTku [1/]H, ncnonb30BaHuEe €e pecypcoB, AeATEIbHOCTh O0CTYKUBAIOIIETO
MepcoHaja, a TaKXkKe IMOPSNIOK B3aUMOACHCTBUS IMOJIb30BATENEH C CHUCTEMOM TaKuUM
oOpazoMm, 4yToObl B HAWOOJBIIEH CTEMEHH 3aTPYIHUTHh WM HUCKIIOYUTH BO3MOKHOCTh
peanu3zanuu yrpo3 0€30MacHOCTH WM CHU3UTh pa3Mep MOTeph B Cyyae UX pealn3aluu.

6.5. dopmupoBaHne NOJIMTHKH 0€30IIACHOCTH

['maBHass wenp agMUHHCTPATUBHBIX MeEp, MNPEANPUHHMAEMBIX HAa BBICIIEM
yIpPaBJIEHYECKOM YpOBHE - CGOpPMHpPOBAaTH TMOJUTUKY B oOjacTu olecreueHus
o6e3zonacHoctu [I/In (oTpaxkaromyro mnoaxonsl Kk 3amure I[IJIH) u obecneuuts ee
BBITIOJIHEHUE, BBIICIISASI HEOOXOAUMBIE PECYPChl U KOHTPOJIUPYS COCTOSIHUE JE.

C npakTHYecKON TOYKHM 3pEHHMs MOJUTHUKY B 00JacTH obecreueHus 0e30MacHOCTH
[11n B OTnene nenecoodpa3Ho pa3duTh Ha ABa ypoBHS. K BepxHEMY ypOBHIO OTHOCSTCSA
pelieHns PYKOBOJCTBA, 3aTparuBaroliue nesarenbHocTh Otaena B nenoM. llomnthka
BEPXHEr0 YPOBHS [JOJDKHA YETKO OYEpPTUTh c(epy BIMSHUS UM OTpaHUYEHUS MpuU
onpeneneHun  uene  O6ezomacHoctu  II/H, onpenenuTs KakUMH ~ pecypcaMu
(MaTepuanbHble, CTPYKTYpPHBIC, OpPraHU3alMOHHBIE) OHU OYIyT AOCTUTHYTHI, U HAWUTH
pa3yMHBII ~ KOMIOPOMHUCC  MEXAY  HNpUEMJIEMbIM  YpOBHEM  0€30MacHOCTH |
(YHKIHOHATBHOCTHIO.

[lonuTka HMXKHETO YpPOBHS, OINpPENENAET MPOUEAYpPbl, W IMpaBUiIa TOCTUKECHUS
uenel u pemeHus 3agady OezomacHoctd [IJIHM geranmusupyer (periamMeHTHPYET) 3TU
MpaBUJiIa:

- KaKOBBI POJIM M OOS3aHHOCTU JOJHKHOCTHBIX JIHUI], OTBEYAIOLIUE 32 MPOBEJICHUE
moauTUKU 6e3omacHocTH I1/]H;

- KTO uMeeT npasa goctyna K I[J[H, KTO U npu KakuX YCJIOBUAX MOYKET YUTATh U
Moaudpunuposats [1Ixu T.1.

- IlonuTrka HUKHETO YPOBHS TOJKHA!

- MpeAycCMaTpuBaTh perjaMeHT WH(GOPMAIIMOHHBIX OTHOIIECHHUM, HCKIIIOYAIOIINX
BO3MOKHOCTh TNPOW3BOJIBHBIX, MOHOIOJBHBIX WM HECAHKIMOHWPOBAHHBIX JCHCTBUI B
OTHOIICHUH UHPOPMALIMOHHBIX PECYPCOB;
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- ONpEAessATh KOUIMIUOHHBIE U UEPAPXUUYECKUE IPUHIIUIIBI U METOJBI pa3IeiICHUs
CEKpPETOB U pasrpaHuyeHus nocryna K I1/1H;

- BBIOMPATH NMPOTPAMMHO-TEXHUUYECKHE (AIapaTHbIE) CPeACTBA MPOTUBOACHCTBUS
HCJl, ayrentudukauuu, aBTOpU3alUU, WACHTUPUKALIUA W APYIHX 3alIUTHBIX
MEXaHU3MOB, OO0ECHEYMBAIOIIMX TapaHTUM peau3allid TpaB U OTBETCTBEHHOCTU
CyOBEKTOB MH(DOPMAIITMOHHBIX OTHOIICHUH.

6.6. PersiamenTanusi 10CcTyNna B NOMeIICHUS

Komnonentst HMCII/IH Ortoena AOMKHBI — pa3MeIIaTbesi B NOMEUIEHUSAX,
HAaXOSUIMXCS IO OXpaHOW WM HAOMIOACHHEM, MHCKIIOYAIONIMM  BO3MOXKHOCTh
OECKOHTPOJILHOTO MPOHUKHOBEHUSI B MOMEIIEHUS TOCTOPOHHUX JIMIl U 00ECTIeUNBAIOIIUM
(GU3UYECKYI0 COXPAaHHOCTh HAXOJAIIMXCS B TIOMEIICHUU 3allUIIaeMbIX pPECypCoB
(moxymentoB, APM u T1.m.). YOopka Takux MOMEIICHUN OJDKHA TPOU3BOJIUTHCS B
IIPUCYTCTBUA  OTBETCTBEHHOI'O COTPYAHHKA, 3a KOTOPbIM 3aKPEIUICHBl JaHHBIC
KOMIIOHEHTBI, C COOJIOJEHUEM MEp, HCKIIOYAIOIMIUX JOCTYN MOCTOPOHHUX JHI[ K
3alMIIAEMbIM HH(POPMALIMOHHBIM PECYPCaM.

Bce mnocropoHHMe JMma JIONMYCKarOTCs B IIOMELIEHUS C KOMIIOHEHTaMHU
MH(OPMAIMOHHON CUCTEMBI TOJIBKO B IPUCYTCTBUM COTPYAHUKOB OTHena.

[lo oxoH4uaHuu pabovero JHsA, MOMEIIEHHUs, B KOTOPbIX Pa3MELIAIOTCS KOMIIOHEHTHI
NCIIOn Otaena, AOKHBI 3aIMPATHCS HA KIIFOY, 10 BO3MOKHOCTH OIIEYaTHIBATHCS.

B ciaydae ocHalleHus NOMEIEHUN CPEACTBAMU OXPAHHOW CUTHAJIM3ALIMU, & TAKKE
aBTOMAaTU3UPOBAHHOM CUCTEMOM INpHUEMAa U PErUCTPAllMM CUTHAJIOB OT 3TUX CPEJICTB,
IpUeM-ciaya TaKuX IIOMEIICHUN 0] OXpaHy OCYILECTBISECTCA HA OCHOBAHUU CIIELUAJIBHO
pa3pabaTbiBa€MON HHCTPYKIUH.

6.7. Pernmamenranus JA0IyCKAa COTPYIHHMKOB K HCII0JIb30BAHM IO
UH(OPMAMOHHBIX PECYPCOB

B pamkax pa3pemuTenbHOM cUCTEMbl (MAaTpUIbl) JOCTYIA YCTAHABIMBAETCS: KTO,
KOMY, Kakyi HH(OpManuio M Uisi KaKoro BHUJA JIOCTYNa MOKET MPEJOCTaBUTh U MpU
KAKHX YCIIOBUSIX.

Homnyck mnonb3oBateneit k pabore ¢ UCII[n Otnena v gocTynm K UX pecypcam
JOJIKEH OBITh CTPOro periamMeHTHpoBaH. JIoOble M3MEHEHMsI cOCcTaBa M TOJHOMOYMUMN
MIOJIB30BATEIIEN MMOJCUCTEM JOJKHBI IPOU3BOAUTHCS YCTAHOBIECHHBIM TOPSIKOM.

YpOoBEHb MONIHOMOYMM Ka)J0TO MOJb30BATENsl ONPEAEISIETCS WHIAUBHUIYAJBHO,
coOmroas ciaeayroue TpeOOBaHuUs

- KaXIblii COTPYJHUK MOJB3YETCS TOJBKO MPENIMCAHHBIMM €MY IpaBaMH IO
otHomenuto k IIJ[H, ¢ KoTtopsiMH eMmy HeoOXxoauma paboTa B COOTBETCTBUU C
JOJIKHOCTHBIMU 00s13aHHOCTAMHU. Pacummpenue npas 10CTyna U NpeoCTaBICHUE JOCTYyIa
K JIONOJHUTEIbHBIM HH(POPMALMOHHBIX pecypcaM, B 0053aT€IbHOM MOPSIKE, JOHKHO
COTJIaCOBBIBATHCS C OTBETCTBEHHBIM 3a Opranu3aiuio oopadorku [1/1H;

- pykoBoautenb Oraena wuMeeT MpaBa Ha MPOCMOTP HHGOPMAIMK CBOMX
MOAYMHEHHBIX TOJIBKO B YCTAaHOBJEHHBIX IIpeleiax B COOTBETCTBUM CO CBOMMH
JOJIKHOCTHBIMU 00SI3aHHOCTSIMU.

Bce corpyanuku Otnena u  0OCIyXKMBAIOLWUMKA TEPCOHAN, JIOJDKHBI HECTH
MEPCOHANIBHYIO OTBETCTBEHHOCTh 3a HApPYIICHHs YCTAHOBJIEHHOTO MOpsaka o0paboTKu
I1/TH, mpaBu XpaHEHUs, UCIIOJIb30BaHUS U MEPEIadyl HAXOASIINXCS B UX PACHIOPSIKECHUU
3alllMIIaeMbIX pecypcoB cucteMbl. Kaxkblit coTpyaHuK (IpH npuemMe Ha padoTy) J0JKEH
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MOJANMKUCHIBATh 00S3aTE€ABCTBO O COOJIOJEHWHM M OTBETCTBEHHOCTH 3a HapyIEHUE
YCTaHOBJIEHHBIX TpeboBaHuil no coxpanenuto [1/In Otnena.

Oo6padotka II/IuB xommonentax WCII[In Otnena ponkHa MPOU3BOAUTHCS B
COOTBETCTBHHM C YTBEPKICHHBIMU TEXHOJIOTHYECKUMHU UHCTPYKLIHSMHU.

6.8. PermamenTanuss  npoueccoB  OOCJHY:KMBAHHUSI W OCYHIECTBJICHHA
MoAUG(UKAIMY ANNMAPATHBIX U POrPAMMHBIX PeCypcoB

B uensx noanepkaHus pexuma HHGPOPMAIIMOHHOM O€30MacHOCTH amnmnapaTHoO-
nporpaMmHasi KOH(pUrypaius aBTOMaTU3MPOBAHHBIX pabOYUX MECT cOTpyaHUKOB OTaena,
C KOTOpPBIX BO3MOXEH JIOCTYNl K pecypcaM HH(POPMALUOHHON CHUCTEMBI, JIOJKHA
COOTBETCTBOBATh KPYI'y BO3JIOXKEHHBIX Ha J@HHBIX MOJIb30BaTENECH (PYHKIMOHAIBHBIX
00s13aHHOCTEM.

B koMmnoHeHTax nH(GOpMAMOHHON CHUCTEMBbl M Ha pabOYMX MecTax IMOoJIb30BaTelei
JOJIKHBI YCTAHABIUBATHCA U UCIIOJIB30BATHCA JTMIEH3MOHHBIE POTPAMMHBIE CPEJICTBA.

6.9. Ob0ecieyeHne M KOHTPOJIb (PU3HYECKOH HEJOCTHOCTH (HEM3MEHHOCTH
KOH(pUTYypalnumn) annapaTHbIX pecypcoB

O6opynoBanue UHGOPMAIMOHHBIX CHUCTEM, HCIOJIB3yeMOE [JIs JOCTyna |
xpanenus [I/lH, Kk KoTOpoMy JOCTyn OOCHY>KMBAIOIIEro IepcoHania B Mpolecce
AKCIUTyaTalluu He TpeOyeTcs, MOCe HAIaJJ0UYHbIX, PEMOHTHBIX U UHBIX paboT, CBA3aHHBIX
C JOCTYIIOM K €r0 KOMIIOHEHTaM JIOJDKHO 3aKPBhIBATHCS.

6.10. IToxOop 1 MOATOTOBKA MEPCOHAJIA, 00YUYeHHUE MOJIb30BaTeIeH

[Tonb3oBatenmn WCII[n Otnena, a Takke PYKOBOASIIMM M OOCITY>KHBAIOIIMMA
MEpPCOHAN JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJIHOMOUMM, a TakKxke
OpraHu3allOHHO-PACTIOPSIUTENBHON, HOPMATUBHON, TEXHUYECKOW M IKCILITyaTallMOHHON
JOKYMEHTaIMeH, onpenenstoei TpedboBanus 1 nopsaok oopadborku [1/In B Otaene.

Ob6ecneuenne Oe3zomacHocTd [IJ[H BO3MOXKHO TOJIBKO TMOCJE BBIPAOOTKH Yy
MOJIb30BaTeNIed OMNpEAENICHHOW KyJIbTyphl pPAaOOThL, T.€. HOPM, O0O0S3aTEeNbHBIX MJIs
UCIIOJIHEHUS BCEMH, KTO paboraer ¢ mHpopMmanumoHHbIMU pecypcamu Otaena. K Takum
HOpPMaM MOKHO OTHECTH 3alpelleHHe JIOObIX YMBIIIJIEHHBIX WM HEYMBIIIJIEHHBIX
NEUCTBUM, KOTOpbIE HApYIIAIOT HOpMalibHyto padoty kommnoHeHToB WCII[An Otaena,
BBI3bIBAIOT JIOMOJHUTENbHBIE 3aTPAaThl PECYpCOB, HAPYIIAIOT LEJOCTHOCTh XPAaHUMOH U
oOpabaTbiBaeMOl MH(OpMaALMK, HApYIIAIOT MHTEPEChl 3aKOHHBIX I10JIb30BaTEJIeH,
BJIA/ICJIbLIEB HJIM COOCTBEHHUKOB.

Bce momp3oBaterm  MCIIJIn  Otpmena JOMKHBI  OBITH  O3HAKOMIICHBEI €
OpPraHU3alMOHHO - PACTIOPSIUTENbHBIMUA JOKYMEHTaMHU MO o0ecreueHn0 0e30MacHOCTH
[11n Otnena, B 4acTH, UX Kacarolleics, TOJDKHBI 3HaTh U HEYKOCHUTENIHHO BBITIOJIHATH
MHCTPYKIIMM © 3HaTh oO0mmMe o00s3aHHOCTH Mo obOecnedyeHuto Oe3omacHocty [1/1H.
JloBenenre TpeOOBaHUN yKa3aHHBIX JAOKYMEHTOB JO JHI], JONYIICHHBIX K 00padoTke
3amuaemMbix [1/1H, 1OMKHO OCYIIECTBASATHCS MO POCHIHCH.

6.11. OTBeTCTBEHHOCTh 32  HApyLWIeHMS  YCTAHOBJIECHHOI0  MOPSJAKA
M0JIb30BAaHMA pecypcaMi UH(POPMALMOHHOH CHCTEMBI

Mepa OTBETCTBEHHOCTH IEpPCOHANIa 3a JEUCTBUS, COBEPILICHHBIE B HapyIICHUE
YCTaHOBJICHHBIX ITpaBUJI obecneueHus: 6ezonacHoil pabotsl ¢ I1/[H, nomkHa onpenensThes
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HAHECEHHBIM yIepOOM, HATMYMEM 3JI0TO YMBICIIA U IPYTUMHU (HaKTOpaMH M0 YCMOTPEHUIO
pykoBoacTea Otnena.

Jlnis peanu3anuy MPUHIMIA TEPCOHATBHONW OTBETCTBEHHOCTH IMOJB30BaTENCH 3a
CBOM JICHCTBHS HEOOXOIUMBI:

- WHIUBHUIyaJIbHAS WICHTH(GUKAIMS TOJb30BaTelied W WHUIMUPOBAHHBIX HMH
MIPOIIECCOB, T.€. YCTaHOBJICHHE 3a HUMH wuaeHTHukatopa (login, Username), Ha 6ase
KOTOPOT'0 OYAET OCYIIECTBISTHCS pa3srpaHUYCHHUE JOCTYMa B COOTBETCTBUU C MPUHIIUIIOM
000CHOBAaHHOCTH JIOCTYTIA;

- TMpoBepKa MOJJMHHOCTHU IMOJIb30BaTeeH (ayTeHTU(hUKALINS ) HA OCHOBE TIapoJieH;

- peakuuMs Ha TIONBITKM HECAHKIIMOHUPOBAHHOTO JOCTyIa (CHTHAIU3AIINS,
OJIOKMPOBKA U T.1.).

6.12. CpeacrBa obecnieuennsi 6esonacuoctu I/{n
Jns  obecnieuenuss uHopmanmoHHo Oe3zonacHocT OTaena HCMIOIb3YIOTCS
CJIEIYIOIINE CPE/ICTBA 3AIIUTHI:

Du3zuueckue cpedcmed 3auunul

duspyeckrue Mepbl  3alUThl  OCHOBAaHBI HA MPUMEHEHWH pPA3HOTO poja
MEXaHUYECKUX, JICKTPOHHBIX WU DJICKTPOHHO-MEXaHHYECKUX YCTPOUCTB U COOPYKCHHIH,
CHCIUAIBHO MPEAHA3HAYCHHBIX IS CO37aHMUS (DU3UYCCKUX MPEMATCTBHN Ha BO3MOXKHBIX
NyTSX TPOHUKHOBEHHMS W JOCTYIA IMOTCHIMAIBHBIX HApPYIIUTENeH K KOMIIOHCHTaM
cucTeMbl W 3amuimaemMbiM  [IJ[H, a TakkKe TEXHHYECKHX CPEIACTB BHU3YaJbHOTO
HAOJTFOICHMS, CBSI3M M OXPAHHOM CHTHAIU3AIIH.

s obecnieuenust pusnueckoit 6e3onacHoctu komnoneHToB MCIIIH HeobxoaumMo
OCYIICCTBIISITh PSIA OPraHU3allMOHHBIX W TEXHUYCCKHX MEPONPHUATHH, BKIIOYAOIINX:
POBEPKY 000pyAOBaHMS, TpeIHA3HaUYCHHOTO st 00paboTku [1/1H, Ha:

- HaJW4YHE CICIHAIBHO BHEPCHHBIX 3aKJIATHBIX YCTPOHCTB;

- BBCJICHHC JIOMOJIHUTCIBHBIX OTrPAaHWYEHUW IO JOCTYNy B TIOMEIICHUS,
npeaHa3HAYCHHBIC ISl XpaHeHus U o0paboTku [1]1H;

- o0opymoBaHHWe cHCTeM HWHGPOPMATH3AIMA YCTPOWCTBAMHM 3allUThl OT COOCB
AIICKTPOIUTAHUS U TTIOMEX B JIMHUSAX CBS3H.

Texnuueckue cpeocmea 3aujunivl

Texnuueckue  (ammapaTHO-NMPOTPAaMMHBIE) MeEpbl  3alllUThl  OCHOBAaHBI  HA
WCIIOJb30BAHUU PA3JIMYHBIX DSJIEKTPOHHBIX YCTPOWCTB M CHEHHAIBHBIX MPOTPaMM U
BBITIOJTHAIOMMX (CAMOCTOATENIbHO WM B KOMIUIEKCE C APYTMMH CpeAcTBamMH) (YHKUIUU
3alUThl (MASHTU(DUKAIMIO U ayTeHTU(DUKALMIO MOJIb30BaTeNeH, pa3rpaHuyeHue J0CTyma
K pecypcaM, perucTpaiuio coobITuii, Kpunrorpapuyeckoe 3aKpbITue MHPOPMALIMH U T.11.).

C yueroM Bcex TpeOOBaHMI M NMPUHIMIOB obecnedenust 6ezonacHoctu [IIH 1O
BCEM HAaIpaBJICHUSM 3alIUThl B COCTaB CHCTEMbl 3alIUThl JOJKHBI OBITH BKIIOUEHBI
CJIEAYIOIINE CPEICTBA!

- CpEACTBa pa3rpaHUYECHHUsS NOCTYIA K TaHHBIM;

- CpelCTBa PErucTpal J0CTyNa K KOMIOHEHTaM HMH()OPMAIMOHHOW CUCTEMBI U
KOHTPOJISl 32 UCTIOIb30BaHUEM HUH(POPMALINU;

- Cpe/CTBa pearupoBaHus HAa HAPYIICHUS peKuMa HHPOPMALIMOHHON 0€30MaCHOCTH.

Ha TexHuyeckue cpeacTBa 3alllMThl BO3JIATAETCS PELICHHUE CIEAYIOUIMX OCHOBHBIX
3aja4:
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- WACHTH(UKAINUA ¥ ayTCHTHU(HUKAIMS IOJB30BATCICH MPU IOMOIIM WUMEH WU
CrieUaJIbHBIX anmnapaTHbiX cpenctB (Advantor, Touch Memory, Smart Card u 1.11.);

- perjamMeHTalus W yIpaBleHWE JOCTYIIOM TIOJb30BaTelied B IOMEIICHHS, K
(DM3UYECKUM U JIOTHUYECKHM YCTPOMCTBAM;

- 3amuTa OT IPOHUKHOBEHHSI KOMITBIOTEPHBIX BHPYCOB M Pa3pyIIUTEIHLHOTO
BO3JICHCTBHS BPEIOHOCHBIX IMPOTPaAMM;

- perucTtpamus BceX IACHCTBUU TOJB30BATEIsl B 3AIIUIICHHOM >KypHAJe, HAINYUE
HECKOJIBKUX YPOBHEH PerHCTpaIliy;

- 3amuTa JaHHBIX CHUCTEMBI 3allUThl Ha (aillloBoM cepBepe OT J0CTyma
MOJIb30BaTENICH, B YbM JOJDKHOCTHBIC OOS3aHHOCTH HE BXOIUT pabora ¢ WHPOpMAIIHH,
HaXOJSIICHCS Ha HEM.

Cpedcmea uoenmudukayuu u aymenmupukayuu noivzosamelell

B nensax npenotBpamenus padotsl ¢ pecypcamu UCITIH OTnena mocCTOPOHHKUX JTHIT
HEOOXOMMO  OOECIEYUTh BO3MOXKHOCTH  pAaclO3HaBaHUS  KaKIOTO  JICTABHOTO
moJib3oBaTelNis (WM TPyNn Mmojb3oBareieid). st maeHTUUKAIUE MOTYT TPHUMEHSTHCS
pPa3IUYHOTO pojJa YCTPOMCTBA: MArHUTHBIC KApPTOYKH, KJIIOUYM, KIFOUYECBBIC BCTAaBKH,
JIIACKETHI U T.II.

AyteHtudukanus (MOATBEPKICHUE TMOJJIUHHOCTH) ITOJh30BATEICH TaKKE MOXKET
OCYIICCTBIISITHCS:

- TMyTeM TMPOBEPKH HAJIMYMs Yy TIOJB30BATEICH KaKUX-JTHOO CHEIHATBHBIX
YCTPOMCTB (MAarHUTHBIX KapTOUYEK, KIFOUCH, KITFOUeBBIX BCTABOK U T.].);

- TyTeM MPOBEPKU 3HAHKS UMH TapoJICH;

- TyTeM NPOBEPKH YHHKAIBHBIX (PU3NUCCKUX XapaKTECPUCTHK U MAPAMETPOB CAMHUX
MIOJIB30BATEIICH MTPU TIOMOIITU CIEITUATBHBIX OMOMETPUUYECKUX YCTPOMCTB.

Cpedcmea pazepanuderus 00cmyna

30HBI OTBETCTBEHHOCTH M 3aJa4d KOHKPETHBIX TCXHHUYECKHX CPEACTB 3alTUTHI
YCTAaHABJIMBAIOTCS MCXOAS M3 MX BO3MOXKHOCTEH M 3KCILTyaTallMOHHBIX XapaKTEPUCTHK,
OIMCAHHBIX B JIOKYMCHTAIIMH HA JJAHHBIC CPEJICTRA.

TexHUUYecKre CpeicTBa pa3rpaHUUYCHUS JOCTYIA JOJDKHBI 1O BO3MOXKHOCTH OBITH
COCTaBHOM YaCThIO SIUHON CHCTEMBI KOHTPOJIS JOCTYyIIA!

- Ha KOHTPOJHUPYEMYIO TEPPUTOPHIO;

- B OTAEJbHBIE IOMEIIECHUS;

- K KOMIIOHGHTaM WH(pOpPMaIMOHHON cpenbl OTAena W 3JIEMEHTaM CHCTEMBI
3amutel [1/1H (busndeckuit qoctyn);

- X wuHQOpPMAIMOHHBIM pecypcaM (IOKyMEHTaM, HOCHUTEIIM HH(pOpMaIny,
¢atinam, HabOpaM JTaHHBIX, apXUBaM, CIIPaBKaM U T.J.);

- K aKTHBHBIM pecypcam (MIpUKIaJHBIM IIporpaMMamM, 3aj1adaM  T.11.);

- K ONEPAIMOHHOHN CUCTEME, CACTEMHBIM IPOTpaMMaM M IPOorpaMMaM 3alllUThI.

Cpedcmea obecneuenus u KOHMPOs Yea0CmHOCmu

CpenctBa oOecrniedeHHss LENOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpeACTBa
PE3EPBHOIO  KONMPOBAaHMS, MPOrpaMMbl  AHTUBUPYCHOM  3alllUTHI, MPOTrpaMMBbl
BOCCTAHOBJIEHHS LIEJIOCTHOCTHU ONEPALMOHHON cpefibl U 0a3 TaHHBIX.

CpenctBa  KOHTpOJS  LEJIOCTHOCTH  MH(MOPMALMOHHBIX  PECypCOB  CHUCTEM
MpeaIHa3HAYeHbl JJIi CBOEBPEMEHHOTO0 OOHapyXeHUs MOAu(UKAIUU WM HCKAXKEHUs
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pecypcoB cucTeMbl. OHH TIO3BOJISIOT O0OECIIEUUTh MPABMWIBHOCTH (DYHKIIMOHHPOBAHUS
CUCTEMBI 3allIMTHI U IICJIOCTHOCTh XPAaHUMOH M 00pabaThiBaeMOi WH(GOPMAITIH.

KOHTpOab 1ETOCTHOCTH MWH(POPMAIMA W CPEJCTB 3aIUTHI, C IEIbI0 00ECIICUCHUS
HEU3MEHHOCTH MH()OPMAITMOHHOM CPeIbl, ONIPEIeIIeMO TPETyCMOTPEHHON TEXHOIOTHEH
0o0pabOTKKM, W 3allMTBl OT HECAHKIMOHWUPOBaHHOW wmomudukammu I[IJIH m0IDKEH
obecrieunBaThC:

- CpeACTBAMHU pa3rpaHUUYCHUs JOCTyma (B TIOMEIICHUSA, K JOKyMEHTaM, K
HOCHUTEIISIM HHPOPMAIIUHU, K cepBepaM, JIOTHICCKUM YCTPOMCTBAM U T.11.);

- CpeACTBaMHU DJICKTPOHHOM MOITUCH;

- CpeACTBaMH IOJICUETa KOHTPOJBHBIX CYMM (I UCIIOJIB3yeMOI'0 IMPOTPaMMHOTO
obecrieyeHus).

CpeacTBa onepaTHBHOIO KOHTPOJISI M PErMCTPANMH COObITHIT 0€30IaCHOCTH

CpenctBa OOBEKTUBHOTO KOHTPOJISI JOJDKHBI OO€creyuBaTh OOHApy>KEHUE W
perucTpanuio Bcex coObITHil (neicTBUi nmosb3oBaTenel, nonsiTok HCJ u 1.11.), KoTOpBIE
MOTYT TMOBJI€Yb 3a CO0OM HapyluieHue O€30MacHOCTH M IMPUBECTU K BO3HUKHOBEHUIO
KPU3HMCHBIX CHUTyallMid. AHanu3 coOpaHHOM CpelcTBaMHM pPErucTpanuu HH(popManuu
MO3BOJISIET BBISIBUTH (DAKTHI COBEPIICHUS HAPYLICHUH, UX XapaKTep, MOACKa3aTh METO/] €ro
paccieioBaHus M CHOCOOBbI MOKMCKAa HapyUIUTeNs W HUcHpaBiieHus cutyanuu. Cpenctsa
KOHTPOJISI U PETUCTPALIMK TOJKHBI PEIOCTABIIATh BOZMOKHOCTH

- BEJCHUS U aHAJIM3a KYPHAJIOB PETUCTpallU COOBITUN 0€30MaCHOCTH (CUCTEMHBIX
’KYPHAJIOB);

- TOJly4eHUsS TBEpAOM KomuM (MeyaTd) SKypHaJIa perucrpaiuud CcoObITUM
0e301acHOCTH;

- YOOPANOYEHUS >KYpPHAJOB, a TaKK€ YCTAHOBICHHUS OIPAHMYEHUN HA CPOK HX
XpaHEHUS;

- OIEpPaTUBHOIO OMOBEUIEHUSI OTBETCTBEHHOTr0 3a opranuzauuio oopadorku [1/1H o
HapyLICHUSX.

[Ipu peructpanuu coObITUN 0€30MAaCHOCTH B JKypHaJle JTOJDKHA (PUKCHPOBATHCS
cienyromias nHGopMalus:

- JlaTa u Bpems COOBITHS;

- uJaeHTU(UKATOp CyOBEKTa, OCYIIECTRISIONIETO PETUCTPUPYEMOE IEHCTBUE;

- Je¥cTBUe (TUIT JOCTYIIA).

6.13. Kontpoub 3¢ GeKTHBHOCTH CHCTEMbI 3aIIIUThI

Koutpons addexkruBHoctn  3amutel  [IJIH  ocymiectBisercs ¢ LEJbIO
CBOEBPEMEHHOTO  BBbISIBJICHUST W  mnpeforBpamieHuss  yreuku [/l 3a  cuer
HECAHKIIMOHUPOBAHHOTO JIOCTYIA, a TaKXK€ MPETYNPExKACHUS BO3MOXKHBIX CHEIUATbHBIX
BO3JICHCTBUI, HamnpaBleHHbIX Ha yHuuToxkenwe I[IJlH, paspyuieHue cpencts
uHpopmaTuzauuu. KOHTpOIb MOXET MPOBOAUTHCS MPUBICKAEMBIMU I ITOW II€NIU
OpraHu3alysIMH, UMEIOIIMMU JIMLIEH3UIO Ha 3TOT BUJI IEATEIbHOCTH.

Onenka s¢dexTuBHOCTH Mep 3amuthl [IJIH mpoBoAMTCS € HCMIOIB30BAaHHEM
TEXHUYECKUX M MPOrpaMMHBIX CpPEJICTB KOHTPOJSI Ha TPEeIMET COOTBETCTBUS
YCTaHOBJIEHHBIM TPEOOBaHUSM.



